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The whole rigorous Internet censorship 

system in the People's Republic of China 

(PRC) is based on the close cooperation 

between the government and private internet 

companies. The PRC government has been 

using a whole range of methods to keep its 

tabs on online content: 

1. Website or IP address blocking and keyword 

filtering by routers;    

2. Regulating and monitoring Internet service 

providers, Internet cafes, and university 

bulletin board systems;   

3.  Registering websites and blogs;  

4. Occasional arrests of high-profile “cyber 

dissidents” or crackdowns on Internet service 

providers.   

 

China has been the most populated country on 

Earth world for a while. According to the latest 

statistics, it currently has approximately 1,38 

billion inhabitants which is almost one fifth of 

the whole global population. The PRC's 

economy is the second largest in the world, 

but at the same time, it has a very poor record 

when it comes to fundamental human rights 

and their observance. Internet freedom, or in 

this case rather, censorship, is the striking 

example where crucial human rights of 

Chinese people are broken. Despite this 

censorship, there is a constant rise of the 

Internet users in China. While in 2006 there 

was 138 million Internet users in China, five 

years later this number was almost four times 

larger, which was, all in all,  516 million users. 

These days, the overall number is over 720 

million (52.2% of the whole population). 

Therefore, this paper aims at analyzing the 

situation of the human rights in China as far 

as the Internet is concerned.    

Internet came into PRC in January 1996 and 

it started with its blocking already in August 

the very same year. After the aggressive 

suppression of the Tiananmen protests in 

1989, the economy of the China started to 

flourish, but the communist government 

wanted to prevent a repeat of the similar 

scenario that happened in 1989, and 

preventing its inhabitants from getting 

information from the West is definitely 

serving this purpose.    

Nevertheless, the foundations of the current 

complicated and sophisticated protection 

system were laid in this century. Google was 

first blocked, although only for nine days, in 

September 2002. YouTube was blocked after 

unrests in Lhasa (Tibet) in 2008 that 

challenged the way the country was governed, 

and Facebook and Twitter followed after riots 

in Xinjiang in 2009 which were executed and 

motivated in the similar vein. These sites are 

blocked by the system called "The Great 

Firewall", which was first coined by Wired 

Magazine in 1997 and represents the system 

of censorship in PRC. Those who want to visit 

sites like Facebook or Twitter must use 

software that provides a virtual private 

network (VPN), which consequently permits 

the user to get to a foreign server so that he 

can reach the desired websites. However, the 

whole process slows down the Internet 

significantly (China ranked horribly in the 

world comparison- 91st quickest Internet 

connection in the world- 9.46 megabits per 

second). Furthermore, VPNs are considerably 
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less reliable than ever in China and they keep  

dropping out. 

Although world-wide platforms such as 

Facebook, Twitter, Youtube, Google or The 

New York Times are blocked by Great 

Firewall, there are Chinese versions: the 

search engine is called Baidu, the domestic 

messaging service is WeChat (it is getting very 

popular lately) and Weibo (micro-blog sites) 

is the local version of Twitter. Weibo, whose 

provider is Sina, was launched in August 2009 

and is one of the most favorite websites in 

China, where people used to be able to freely 

express their opinions and it has also become 

one of the most important source of news. It 

already has more than 30% of all the Internet 

users. Nevertheless, taking into account the 

consequences Weibo could have, the PRC 

government is trying to reduce the effects of 

posts and bloggers that undermine its 

leadership and policies, often tightening the 

Internet communications over politically 

sensitive issues. It has intensified pressure on 

Sina and other companies to censor messages 

or close accounts that “spread rumors” or put 

the national or public interest in danger.  

   

Also, occupation of important position has 

been playing an important role in the 

spreading and reinforcing the obstructions for 

Internet users.  In 2013, Lu Wei took over the 

State Internet Information Office and became 

the director of a powerful Internet committee. 

He has restricted the country’s social media 

pioneers by issuing rigid warnings in private 

meetings and gravely limiting the accounts of 

some people in a campaign. Under his 

supervision, the government increased blocks 

on foreign websites and adopted new 

regulations to restrain sharing on social 

medias and expand censorship of popular 

online video sites. Thanks to these 

"achievements" Lu Wei is nicknamed the 

Internet tzar of China.     

Moreover, the current President of the PRC Xi 

Jinping, who took this office in 2012, is far 

more authoritarian and hardline politician 

than his predecessor Hu Jintao. It applies also 

to internet freedom in China, since nowadays 

25% of all Internet users are blocked, while 

under Hu Jintao's reign it was "only" 14%.  

Nevertheless, the picture is not entirely 

gloomy. The level of censorship is not on the 

same level throughout the country. There are 

relatively minor restrictions in the east, 

whereas far-flung regions in western China, 

where ethnic restlessness reached the highest 

dimensions, have almost all of the VPN 

networks blocked. In these regions, the pure 

attempt to use a VPN in order to access 

blocked website can result in a placement 

behind the bars.  

There was an unexpected and surprising turn 

of events lately. This June, Lu Wei announced 

his abdication from the abovementioned 

position. He has been one of the most 

outspoken and active promoters of the 

Internet regulations and has made numerous 

speeches on important conference all around 

the world. Although it is naïve to think that 

stepping down of Lu Wei will lead to drastic 

changes as far as Internet rules in China are 

concerned, at least a moderate improvement 

of the human rights regarding use of Internet 

might happen in the foreseeable future, since 

the impact and importance of Lu Wei in this 

regard has been essential. 
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