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Children's addiction to digital media and online

Irena Krchdkova

Summary

You get on a bus, tram, or wait at a stop. You look around. There are many children, each holding
a phone. They have Facebook, Instagram, TikTok open... watching videos, listening to influencers,
or reading comments. Addiction to digital technologies is an increasing problem, and the numbers
show a steady rise. Intensive internet use is also linked to threats that minors face—cyberbullying,
online grooming. Effective defence lies in parents, teachers, education, and communication.

Main Points

e The number of children addicted to digital technologies is growing.

e The number of minors who have faced online threats—whether cyberbullying, fake
advertising, disinformation, or sexual abuse—is also increasing.

e Both cases have serious impacts on the child's mental and physical state, which in extreme
cases may lead to self-harm or suicide.

e Prevention and rescue lie with parents and teachers. Children need to be educated about
the digital world, develop critical thinking, and engage in regular conversations.



Internet Addiction

The popularity of digital technologies is constantly rising. Everyone has a computer, phone, tablet,
and other devices. Today, people wake up and go to sleep with their phones. An adult should be able
to say "enough" and put the device away—pick up a book instead, watch a movie, spend time
with family, exercise, and leave the internet behind. But a child cannot do this yet. They do not realize
when enough is enough and that they need to do something else. Constant use of digital technologies
can easily become a very dangerous addiction, negatively impacting the child's health, mental and
social abilities, and also costing a lot of money.

The constant urge to be online—even when the child should be in school paying attention, playing
sports, studying, or sleeping. They must always have their phone, checking notifications. They need
to stay updated on the latest comments in their online group, their influencer's opinions, or their
competitor’s latest gaming results, and so on. Such an individual loses track of time and no longer
controls how long they have been online versus how much time they have spent interacting in the real
world with their loved ones. They spend hours on the computer without realizing it’s already night
and that they should sleep because they have school in the morning. Naturally, they are unprepared
for their history test, and their grades worsen. Choosing to sit at home instead of playing sports also
negatively affects their health. Social interactions happen exclusively online, and they barely
communicate with "real" people anymore. Personal relationships become non-existent.

Numbers

Current figures from 2024 are not yet available, and the last major research in this field in the Czech
Republic took place in 2022, shortly after COVID. However, according to experts, it is certain that
the numbers are rising. According to the research team HBSC at Palacky University in Olomouc
(Zdravagenerace.cz, 2023), 8% of elementary school students had problems in 2022, with girls being
affected more often than boys. Four years earlier, it was 5% of children.

The research showed that girls spend more time on social media, while boys focus more on online
games. "Every day, 48% of Czech boys play computer games. The risk of developing gaming-related
problems affects 13% of boys and 5% of girls. The occurrence of problematic gaming decreases with
age," the study states (Government of the Czech Republic, 2023).

Causes and Impacts of Addiction to Digital Media

The question arises: why does a child develop an addiction to digital media? The answer is quite simple:
because the online world is everywhere. Children have access to the internet and the necessary devices
from an early age, and it is available everywhere. Although adults often do not realize it, there is also
significant social pressure on children. From a parent's perspective, the constant desire to be "trendy"
may seem absurd. However, for a child or teenager, it is important. They do not want and cannot miss
the latest events or fashion trends—otherwise, they will be left out in class, everyone will laugh
at them, and no one will talk to them. In such cases, the internet is the perfect place for an "escape."
Away from classmates, away from class, away from school, away from parents... away from stress
and bad feelings. A child can spend hours and hours in the online world, have their avatar, and easily
pretend to be someone else. For example, in a video game. These digital platforms use techniques that
stimulate the release of dopamine. With an increased level, the child may feel happier, more
motivated, or satisfied. This, of course, can lead to the desire to repeat the activity.



The impacts of addiction to digital media are clearly negative. They affect all areas of a child's life, from
everyday situations to extraordinary ones. At the forefront is mental health. The child may eventually
begin to experience anxiety and depression. They feel lonely and excluded. They negatively perceive
themselves—undervaluing themselves, not liking themselves, and negatively perceiving their own
body. The absence of social connections further disrupts their sense of reality and sense of belonging.
Long hours spent in front of a computer or with a phone in hand also affect their physical condition,
and the child may complain of pain in various parts of their body. Excessive or, conversely, limited food
intake and insomnia may occur. All of this leads to a complete loss of control over their own life.
The child does not fulfil their responsibilities at home or at school, their productivity decreases,
and their personality changes.

The Dangers of the Online World

Internet addiction is one danger that children face. However, the digital world also comes with other
hazards, some of which can be even more dangerous. These include cyberbullying, online grooming,
misinformation and fake news, and manipulation through advertisements and influencers.

Although the numbers are not complete and there are no results yet from potential investigations
for 2024, it can be said with certainty that cases of cyberbullying, grooming, or misinformation are
on the rise.

For example, according to the Czech School Inspectorate, in the past three years (2020 to 2023),
at least one case of bullying was addressed by 57% of primary schools and 63% of secondary schools.
This is a 10% and 3% increase, respectively, compared to the results from seven years ago (irozhlas.cz,
2023).

Cyberbullying

The police define cyberbullying as bullying another person using information technology, such as
the internet, mobile phones, computers, and social networks. The perpetrator’s behaviour is entirely
aggressive, and they aim to harm the victim through blackmail, injury, humiliation, harassment,
threats, or intimidation. The victim is often isolated and feels endangered.

In today’s world, cyberbullying can manifest as follows: (A) the child receives insulting or threatening
messages via text or chat. (B) The perpetrator can record various videos, photos, or other content,
alter them, and then publish them with the aim of harming the selected individual. This is no longer
just about minor tricks in photo-editing programs but also about sophisticated fraud using Al.
"Currently, you can use a whole range of artificial intelligence tools, and the person might know that
they were somewhere, and someone tells them, ‘Hey, | saw you there,’” and they are convinced it
couldn’t have happened. They don’t even think that Al tools could have been used to place their face
on a completely different video," described cybersecurity and personal data protection specialist
Ludék Nezmar for the Institute for Policy and Society. (C) This is also related to the possibility of creating
websites or fake social media profiles. The attacker then posts various false information about the
person. Lastly, (D) identity theft, such as "stealing" someone’s social media account.

In all these cases, information about the victim, which is inherently defamatory and false, is exposed.
Personal information (like secrets shared between children or in private online discussions) is often
used and abused, as well as trolling and provocation.

The consequences can be catastrophic for the child. Everyone can imagine what happens in class when
a photo of your child is shared—perhaps with them appearing fifty kilograms heavier. Or when all



the classmates read a secret conversation between your daughter and her friend about her first crush.
Cyberbullying impacts children's mental health—it causes anxiety, depression, lowers self-esteem,
and can ultimately lead to suicidal thoughts. It is generally a problem that is difficult to detect because
the victim does not want to reveal that they have been targeted by such a humiliating attack.

Cyberstalking and online grooming

Stalking refers to the act of repeatedly and obsessively following or harassing someone,
and the perpetrator is committing the crime of intrusive harassment. Cyberstalking is essentially
something similar, except that stalking takes place on the internet. Victims may receive various
messages on their mobile phones or in chats, and there may be threats and harassment.
The perpetrator constantly monitors the victim's online activity and spies on them.

Cyberstalking is just a step away from what is probably the most serious threat, which is online
grooming. This is when an adult tries to gain the trust of a child through the internet in order
to manipulate and abuse them. We can imagine it like this: an adult man finds a victim, a child living
in a neighbouring town, on a social network, gaming platforms, or chat application. At the same time,
he pretends to be someone else — perhaps an equally aged friend who needs help with something.
According to Ludek Nezmar, perpetrators use artificial intelligence: “I am able to speak like my own
daughter, and you have no chance of knowing it’s not your daughter.” This adult tells the child all kinds
of fabricated problems, builds trust, and works on emotional support... trying to create the impression
of being a good partner. The next phase is that the groomer attempts to isolate the child from parents,
teachers, and classmates in order to have more control over them. They may even profess their love
and pretend to be in love, claiming they cannot live without the child. Once the perpetrator has the
child under control and isolated, the attack comes. They may force the child into inappropriate (sexual)
behaviour, ask them to send (intimate) photos or videos, or even coerce them into meeting in person.

Of course, it is difficult to recognize when your child is becoming a victim of online grooming.
A significant change in behaviour, such as moving from silence to irritability, or some form of self-harm,
may be a clue.

Misinformation and Fake News

"Don’t drink water, it causes obesity." "Scientists have discovered a way to become immortal." "Buy
a stone, it turns everything into gold." "Chocolate increases IQ." These are just examples of some fake
news that can be read on the internet. While adults might smile at such headlines, they can cause
serious problems for children.

Fake news refers to false or misleading information that spreads online with the goal of influencing
people's (children's) opinions, emotions, or behaviours. They are especially dangerous for minors
because they might believe and follow them. Children do not yet have developed critical thinking skills
and lack enough information to discern the truth. Fake news can confuse them, causing fear
or prompting them to change their lifestyle, attitude, or worldview.

A child can be exposed to fake news practically everywhere. Social media makes it the easiest. Fake
news spreads quickly here and reaches a large number of children. Similarly, spreading false videos
on YouTube or other video platforms is just as simple. Last but not least, there are also popular
influencers among the younger generation who might spread fake news themselves, and a child will
believe them unconditionally (as their role model).



Manipulation Through Advertising and Influencers

Related to the above is another form of cyber threats, which is manipulation through advertisements
and influencers. Today, this method of influencing thinking is becoming more and more common.
It involves two types of manipulation: "buy what | recommend" or "think about this topic the same
way | do."

Advertisements often appeal to emotions. For example, they can create a strong sense of fear (I'm not
good enough), or conversely, evoke joy (I will be successful). Then, the creators of the advertisement
add some "experience." It's enough to have a well-known personality, claiming the product definitely
helped them. After all, if someone popular uses it, it must be true. Exclusivity. Another strong emotion.
The product is almost unavailable, rare, or nearly sold out. The target of the advertisement must act
quickly to not miss out on this rare offer.

Of course, not everyone behaves the same, and some act in good faith. But how do you recognize that?
An influencer is a well-known person who has earned the trust of many people/children, and thanks
to their often friendly and sincere way of presenting themselves, it’s nearly impossible to tell if they
are lying for money or telling the truth. Such an advertisement, presented by an influencer, is personal,
sincere, authentic, and friendly. However, it is not true. Nothing is easier than creating an image
of a perfect life on social media. Now, with the use of artificial intelligence, it’s even easier. Beautiful
photos, holiday greetings, perfect homes, great parents, awesome gifts, etc. Everything can easily be
artificially created. Children then want to buy the same products, hoping they will have a similarly
perfect life.

It's no wonder that a discounted gym membership, exclusive pimple serum, a magical math ball, or the
same tracksuit didn’t create a perfect life for the child. On the contrary, the sense of perfection and
beauty didn’t appear, nor did better grades, and they aren’t more popular either. Instead, feelings
of shame, embarrassment, frustration, and other negative emotions arise.

First Aid and Prevention

First aid and prevention, in the case of addiction to digital technologies or for victims of the online
world, are represented by their parents, teachers, coaches, scout leaders, and other adults they
consider moral authorities. These are people the child should trust, and when a problem arises,
they should not feel ashamed to admit it. Talking about the problem is key, as is discussing topics
in which the minor is unsure.

"Education as the only form of prevention," experts say. Only by learning critical thinking,
understanding the online environment, and knowing how to behave in the online world — these are
the only ways to recognize suspicious behaviour or avoid being influenced by misinformation or fake
advertising.

It is also necessary to follow basic rules of safe behaviour on the internet. The most fundamental rule
is to be cautious about what | post — about myself, my friends, the environment | move in, etc. Experts
advise not posting any photos on social networks, and if it has to be done, then make sure they are
at least "safe" images. "One bad photo can affect a person for their entire life," said lawyer Petr Kovarik
from the CIKR office in an interview for IPPS. The internet simply cannot be trusted because everything
in it will never disappear and can sometimes be misused by someone.

Experts consulted by the Institute for Politics and Society have consistently criticized the current
system of children's education. "Methodical support and revision of the framework educational



programs are needed," criticized the school system by Lucie Kosovd, Senior Advisor from the Crime
Prevention Department at the Ministry of the Interior of the Czech Republic. It is also necessary
to continuously educate teachers about the problem, so they are aware of current trends and the
threats children are exposed to.

Basic points for safety in the online world:

1. Do not share data — no photos, no videos.

2. The less personal information | share, the better. Only share what is absolutely necessary.
3. Close profiles, communicate only with people | know personally.

4, Safe browsing — do not visit sites that do not appear secure at first glance.

5. Do not click mindlessly on every link offered to me.

6. Behaviour in cyberspace is monitored and can be punishable.
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